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1	Decision/action requested
It is proposed to approve the update to key issue 2 in MUSIM TR 33XXX.
2	References
(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
<Examples of references, please delete when you have inserted your actual references:
[1]	3GPP TS 32.500 SON Concepts and Requirements
[2]	3GPP TS 99.999 This example has a very long name, because then we can see how thi References paragraph will handle paragraphs spanning more than one line.
[3]	3GPP TS 99.999 Title of the document
[4]	S5-991234, CR 32.999 v10.1.1, Inverting architecture of SON
[5]	S5-100001, Agenda, 3GPP SA5#69 Comment>
3	Rationale

4	Detailed proposal
[bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc56429428]5.2	Key issue #2: UE and Paging Server Communication
[bookmark: _Toc56429429]5.2.1	Key issue details 
As per 23.761[2], A Multi-USIM device is needed to monitor each connected system's paging channel for MT services destined to that device. UE's paging notification and reception need to be done with minimal interruption to ongoing services in the current system and without performing undesirable operations (e.g., Wasting resource, reaching misleading assumption of reachability). MUSIM devices which are unable to simultaneously monitor paging on all 3GPP RATs and systems in which it is in Idle state or RRC_Inactive state (for 5GS) needs to choose the paging channel(s) to monitor, which can lead to unsuccessful paging on the other paging channel(s). There are two solutions, to prevent unnecessary interruption of the current service to receive paging (Solution #7, Solution #12, Solution #27), proposed in the 23.761[2]. While connected to a MUSIM system, all these solutions deliver paging notifications of 3GPP RATs and systems in which UE is in Idle or inactive state through a currently active network. Solutions to this key issue should study security and privacy aspects related to communication between UE and paging server..server.  

[bookmark: _Toc56429430]5.2.2	Threats
Editor’s note: Security threats are FFS.
Without authentication with paging sever, UE may connect to a false paging server to deny service, manipulate the UE etc. Adversary UE masquerades as a valid UE, accessing paging server from the 3GPP network for misdirection, interruption in paging notification etc. Without E2E confidentially protection, UE’s identifier in the network where it is idle or inactive can be identified by the network in use, enabling tracking by the network.
[bookmark: _Toc56429431]5.2.3	Potential security requirements 
Editor’s Note: Potential security requirements are FFS.
A security mechanism shall exist that allows transmission of data between UE and paging server to be authenticated, confidentiality protected, integrity protected, and provide replay protection.

****END OF CHANGES ***

